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Course Information
• Instructor: Yu Huang

• Teaching Assistants: 
• Yueke Zhang                     
• Utsav Talati                        
• Anthony Chuang

• Course meetings
• FGH 134
• TR 1:15 – 2:30pm Central Time

All course staff host OH: check the course website later (TBD at this moment)
If you need to email us, please include CS4278/5278 in the subject line
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Course Information
• Instructor: Yu Huang

• yu.huang@vanderbilt.edu
• PhD in Computer Science, UMich
• MS in Computer Engineering, UVa
• BS in Aerospace Engineering, HIT, China
• Software Engineering: human factors, OSS, AI4SE
• https://yuhuang-lab.github.io/ 
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Administrative Information

• Course website: https://huang.isis.vanderbilt.edu/cs4278

• Piazza: https://piazza.com/class/m5lwucmxyli1b1 
• Brightspace: https://brightspace.vanderbilt.edu/d2l/home/540385  
• Autograder: https://autograder.isis.vanderbilt.edu/ 
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What is the worst thing that can happen if 
you say something wrong in this class?
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Presenter Notes
Presentation Notes
Friday the 13th: Jason
Halloween: Michael Myers
Saw: jigsaw/ john Kramer



What is the worst thing that can happen if 
you say something wrong in this class?
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Why should you study Software Engineering?
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List of public corporations by market cap - 2024

Source: https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization (as of Dec 31, 
2024)
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List of public corporations by market cap - 2023

Source: https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization (as of Dec 31, 
2023)
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List of public corporations by market cap-2022

Source: https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization 10
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What is the wrong with this picture?
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Software is Critical: Power
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Software is Critical: Defense

● Quoting an Air Force lieutenant general, “The only thing you can do 
with an F-22 that does not require software is take a picture of it.”

[ Crouching Dragon, Hidden Software: Software in DOD Weapon Systems (Ferguson, IEEE Software, 2001) ]
13



Software is Critical: Privacy

Equifax security breach impacts 145.5 million
 Name, SSN, DOB, Address. Also DL# and CC#

“I didn't have to do anything fancy,” the researcher told Motherboard, 
explaining that the site was vulnerable to a basic “forced browsing” bug. The 
researcher requested anonymity out of professional concerns. “All you had to 
do was put in a search term and get millions of results, just instantly—in 
cleartext, through a web app,” they said. In total, the researcher downloaded 
the data of hundreds of thousands of Americans in order to show Equifax the 
vulnerabilities within its systems. They said they could have downloaded the 
data of all of Equifax's customers in 10 minutes: “I've seen a lot of bad things, 
but not this bad.”
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Presenter Notes
Presentation Notes
Equifax: credit report company
CC#: credit card 
DL#: driver’s license



Software is Critical: Space

● The European Space Agency's 
Ariane 5 Flight 501 was destroyed 
40 seconds after takeoff (June 4, 
1996). The US $1 billion prototype 
rocket self-destructed due to a bug 
in the on-board guidance software.

●  (The bug? Bad conversion of 
double to short, leading to an 
overflow.)
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Software is Critical: Healthcare
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Presenter Notes
Presentation Notes
CGI is among the largest IT and business consulting services firms
It crashed like a disaster after they deployed it



Software is Critical: Healthcare
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Presentation Notes
CGI is among the largest IT and business consulting services firms
It crashed like a disaster after they deployed it



Software is Critical: Healthcare (!)

● Therac-25 radiation therapy machine
● At least six accidents in which patients were given massive overdoses 

of radiation
● Because of concurrent programming errors, it sometimes gave its 

patients radiation doses that were hundreds of times greater than 
normal, resulting in death or serious injury

19

Presenter Notes
Presentation Notes
Next: something good software can do to human race



Software is Critical: Coronavirus
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Software is Critical: Education
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Presenter Notes
Presentation Notes
It allows us to design new types of homework assignments, projects. E.g., the autograder--- If it works! Test for me!



Software is Critical: Education
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Software is Critical: Education
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Presenter Notes
Presentation Notes
It allows us to design new types of homework assignments, projects. E.g., the autograder--- If it works! Test for me!



What Is Software Engineering?
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What Is Software Engineering?

● The majority of industrial software engineering is 
not writing code.

● The dominant activities in software engineering are 
comprehension and maintenance.
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26[Peter Hallam. What Do Programmers Really Do Anyway? Microsoft.]
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● Hour logging of new devs (1-7 months) at Microsoft: 
programming is 10-20% of the time.

[Begel and Simon. Novice Software Developers, All Over Again. Computing Education Research, September 2008. Microsoft.]

(triage)
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[Pigoski. Practical Software Maintenance: Best Practices for Managing Your Software
Investment. Seacord, Plakosh, and Lewis. Modernizing Legacy Systems: Software Technologies.]



29[Fry. Leveraging Light-Weight Analyses to Aid Software Maintenance. 2014 ]

Presenter Notes
Presentation Notes
Apache OpenOffice open source project



A Key Issue

“Half of software engineering is crap.”
– Prof. Weimer

(Prof. Leach thinks it’s more like two-thirds crap – Prof. Huang seconds that)
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Presenter Notes
Presentation Notes
It sounds like this is a class teaching you not the right thing. No no no. on one hand, It is not because SE is bad, but because it is very challenging, especially when software becomes more and more complicated and touched basically every aspect of human life now.



Class Philosophy

“Anyway, here's the 'good parts' version. S. Morgenstern wrote it. And 
my father read it to me. And now I give it to you. What you do with it 
will be of more than passing interest to us all.”  
– William Goldman, The Princess Bride
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Presenter Notes
Presentation Notes
The point of this class is, I will actually teach you all the good parts of SE. The part of SE that is actually useful and help you either get a job, or inspire you good research ideas for SE. 



This Course

•  https://huang.isis.vanderbilt.edu/cs4278
• Let’s walk through the website together – it is so important!!

• Administrivia
• Assignments and Grading
• Outline of Topics
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How will this help me graduate?

• Upper-Level CS Course
• Prerequisite for CS4279
• Required for graduation?
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• Major Design Experience
• Capstone



Who should take this class?

• Prepare yourself for a software development job
• Want to know what modern software engineering is like
• Want to learn about basic research topics in Software Engineering

• Want to learn more about SE research? 
• Consider CS8395 – Advanced Topics in SE
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How Hard Is This Course?

• Workload Survey is misleading!
• Easier than the hardest class @ Vandy CS 

• More “time consuming” than “difficult”
• A lot of practical skills
• See webpage quotes from former students!
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Welcome to the real world!

Presenter Notes
Presentation Notes
Command line



Blah blah attendance
(ur old, etc…)
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Attendance

• I would prefer you attend the 
lectures live as they are delivered

• Pay more attention synchronously
• Opportunity to ask questions before 

you forget

• We will have random quizzes on 
some lectures (evil!)

Crede et al. “Class Attendance in College: A Meta-Analytic Review of the Relationship of Class 
Attendance With Grades and Student Characteristics.”  Review of Educational Research, 2010. Vol. 80. 
DOI: 10.3102/0034654310362998
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Attendance

• I would prefer you attend the 
lectures live as they are delivered

• Pay more attention synchronously
• Opportunity to ask questions before 

you forget

• We will have random quizzes on 
some lectures (evil!)

Crede et al. “Class Attendance in College: A Meta-Analytic Review of the Relationship of Class 
Attendance With Grades and Student Characteristics.”  Review of Educational Research, 2010. Vol. 80. 
DOI: 10.3102/0034654310362998
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Quiz Example

• Not for credit, just an example!
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1. Name:______    VUID:_______   Email:_____   (1 point)
2. Who killed Dumbledore? (1 point)

3. Is CS4278/5278 (Yu’s session) a project/capstone course (1 points)?

4. Where can you find all the course materials including lectures and all the deadlines (2 
points)?



Communication Resources

• Use Piazza for questions
• Also feel free to be informal
• Help each other

• “Code of Conduct”

41

Presenter Notes
Presentation Notes
This class is free of discrimination of all types and from abusive, offensive or harassing behavior. 



Assignments and Grading

• Assigned reading due before each lecture
• Where can you find them?

• Normal due dates even if you are added late!
• Attend lectures, take notes, visit forum

42

Presenter Notes
Presentation Notes
the “fort minor” way to grade this class: Remember the Name
Mike Shinoda




Readings and Quizzes
• No expensive, outdated textbook
• Assigned reading to be done before lectures

• High-level summaries (e.g., Wikipedia)
• Industrial tech reports and academic research
• Homework assignment instructions
• Optional readings for further exploration (not included in quizzes)

• Higher standard than the CS usual
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Assignments: HW 0-6

• Legacy system
• What if a tool you need only works on OS X and 

Python/Java/C++ Y?
• How common is it? – Super!

• Command line (& plain text editor)
• What if you have to run something on a remote 

server? 
• Efficiency, etc.
• Vim, emacs, nano, etc.

• Practice the process, not just getting the results
• This can be very different from your other CS courses!
• Example: HW2

• Open source

44

Presenter Notes
Presentation Notes
Why is it common: some tools are only developed for a certain OS
Some tools are not updated yet or not maintained any more



Assignments: HW 0-5
• Six Assignments

• HW 0: Optional
• HW 1-5: Test Coverage, Test Automation, Mutation Testing, 

Defect Detection and Unit Testing, Debugging Automation 
• HW 6

• Coding: autograder 

• Multiple languages (C, C++, Java, Python, etc.), bash

• Writing: Brightspace

• Due dates posted in advance (now!)
• Materials available in advance (now!)
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Assignments: HW 6
• HW6 – Undergrad

• HW6a, b
• Open Source GitHub Contribution
• A lot of examples

46

• HW6 - Grad
• HW6a, b
• 7-page NSF style research proposal
• Less examples
• Schedule meetings
• Exceptions apply: Talk to me if you have 

taken CS8395 – Advanced Topics in 
Software Engineering



Warnings about the Assignments (everyone)
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• It is the students’ responsibility to set up the environment and make sure it 
works on your machine.
• HW0

• “I feel the homework in this class is very different from other CS courses I 
have taken. I don’t like it.”



Participation and Professionalism

• By default
• “Code of Conduct”

• Piazza
• Class

• Cheating

What kind of person do you want to be?
Check “why you shouldn’t cheat”:

https://www.youtube.com/watch?v=hMloyp6NI4E
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Exams

• Two-hour online exam
• You pick a two-hour block of time in a 24-

hour window.

• In person: 75 mins
• Open book
• Open notes
• Open internet
• No GenAI
• No discussion
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Changeups and Trivia

● “[Professors who] deliberately and consistently interspersed their 
lectures with … some other form of deliberate break … usually 
commanded a better attention span from the class, and these 
deliberate variations had the effect of postponing or even eliminating 
the occurrence of an attention break”

[ Johnstone and Percival. Attention breaks in lectures. Education in Chemistry, 13. 49-50, 1976. ]

[ Middendorf and Kalish. The “Change–up” in Lectures. TRC Newsletter, 8:1 (Fall 1996). ]
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Computer Science

● This English mathematician and writer 
published the first algorithm (~1842) to be 
carried out by a general-purpose computer 
and is often called the first computer 
programmer.
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Computer Science

● This English mathematician and writer 
published the first algorithm (~1842) to be 
carried out by a general-purpose computer 
and is often called the first computer 
programmer.
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Ada Lovelace

Presenter Notes
Presentation Notes
chiefly known for her work on Charles Babbage's proposed mechanical general-purpose computer, the Analytical Engine. She was the first to recognise that the machine had applications beyond pure calculation, and to have published the first algorithm intended to be carried out by such a machine. As a result, she is often regarded as the first computer programmer



Computer Science

● What did that first program do?
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Presenter Notes
Presentation Notes
Ada Lovelace's diagram from "note G", the first published computer algorithm.
In 1840, Babbage was invited to give a seminar at the University of Turin about his Analytical Engine. Luigi Menabrea, a young Italian engineer and the future Prime Minister of Italy, transcribed Babbage's lecture into French, and this transcript was subsequently published in the Bibliothèque universelle de Genève in October 1842. Babbage's friend Charles Wheatstone commissioned Ada Lovelace to translate Menabrea's paper into English. She then augmented the paper with notes, which were added to the translation. Ada Lovelace spent the better part of a year doing this, assisted with input from Babbage. These notes, which are more extensive than Menabrea's paper, were then published in the September 1843 edition of Taylor's Scientific Memoirs under the initialism AAL.[71] 
Ada Lovelace's notes were labelled alphabetically from A to G. In note G, she describes an algorithm for the Analytical Engine to compute Bernoulli numbers. It is considered to be the first published algorithm ever specifically tailored for implementation on a computer, and Ada Lovelace has often been cited as the first computer programmer for this reason.[72][73] The engine was never completed so her program was never tested.[74] 
In 1953, more than a century after her death, Ada Lovelace's notes on Babbage's Analytical Engine were republished as an appendix to B. V. Bowden's Faster than Thought: A Symposium on Digital Computing Machines.[75] The engine has now been recognised as an early model for a computer and her notes as a description of a computer and software




Psychology:
The Fundamental Attribution Error
• The fundamental attribution error is that people emphasize internal characteristics when 

explaining the behavior of others but external factors when explaining their own behavior.
• Example: cutting someone off in traffic.

• In an experiment (Jones and Harris, 1967), subjects read pro- and anti-Castro essays. Then 
they were asked to rate the pro-Castro attitudes of the writers. Conditions:

• When subjects believed the writers choose the positions freely:
• Expect:  “pro-Castro” essays→ positive attitude to Castro

• When subjects believed the positions were determined by a coin toss:
• Expect: neutral attitude on average (we don’t know)

56

Presenter Notes
Presentation Notes
Also known as: correspondence bias, over-attribution effect



Psychology:
The Fundamental Attribution Error
• Experimental findings:

• Even when they knew the position came from a coin toss, subjects rated pro-
Castro writers as having a positive Castro attitude.

• “The subjects were unable to properly see the influence of the situational 
constraints placed upon the writers; they could not refrain from attributing 
sincere belief to the writers.”

• [ Jones, E. E.; Harris, V. A. (1967). "The attribution of attitudes". Journal of Experimental Social 
Psychology. 3 (1): 1–24. ]

• SE Implication: Teamwork. Be careful when you see defects 
 (mine just mean I made a typo, others mean they are stupid).
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Extra Credits

• Extra credit questions in exams
• Integrated in your exam score

• Extra credit in HW6
• Unit testing performance
• Make fun of your instructor – I haven’t finalized the details and threshold yet!
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Extra Credits: HW6
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• HW6 – Undergrad
• HW6a, b
• Open Source GitHub Contribution
• A lot of examples

• HW6 - Grad
• HW6a, b
• 7-page NSF style research proposal
• Less examples
• Schedule meetings



Extra Credits: HW6*, +1
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• HW6 – Undergrad
• HW6a, b
• Open Source GitHub Contribution
• A lot of examples

• Your Pull Request gets merged 
(before the Apr 20 deadline)!

• HW6 - Grad
• HW6a, b
• 5-page NSF style research proposal
• Less examples
• Schedule meetings

• You finished the proposed work – 
not just preliminary results (before 
the Apr 20 deadline)! Ofc this means 
the project cannot be a project you 
have done before.



Guest Lecture

• One or two guest lectures
• Industrial software development
• Product manager
• Startups
• …

• Update the dates once confirmed with the guest speaker
• Zoom
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Optional Teams

• Modern industrial software engineering is almost exclusively team-
based

• But this is an ULCS, not a Capstone/MDE
• For most of the assignments, you may work alone or in pairs of 

your own choosing
• If you choose to work in teams, the teams are finalized from hw1 all the 

way to hw6, you cannot change teams during the semester.
• HW6: no teaming between undergraduate and graduate students
• We are not responsible if your partner disappears
• Use piazza to find partners, etc.
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Grace Period and Late Policy (read more on 
website)
• Two grace periods in total for each student (no matter in teams or 

individual)
• 4-day extension without any penalty
• Must email ALL course staff by the original deadline
• Each homework can be applied with no more than one GP
• Teams must use grace periods together 
• NOT applied to HW6b
• Let’s talk about what GP is designed for: starting late (no)?  After you used 

up your two GPs, no extensions will be given anymore.
• Late policy: w/o GP, h% off – h is the number of hours late (no more 

submission allowed after 4 days – 96 hours)
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Software Engineering You Can Believe In

• Citations for strong claims (or ask on forum)
• Guest Lectures

• Large companies, startups, researchers, etc.

• Readings from Industry
• Material from

• Westley Weimer @ UM
• Kevin Leach @ Vanderbilt
• Prem Devanbu @ UCSD
• Claire Le Goues @ CMU
• Ciera Jaspen @ Google
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Core Course Topics

• Measurement and Risk
• Process, scheduling, and information

• Quality Assurance
• Code review, testing, and analysis

• Software Defects
• Reporting and localizing

• Software Design
• Requirements, patterns, and maintainability

• Productivity at Scale
• People, teams, interviews, and brains
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Course Themes

• Software engineering is a human process

• Software engineering deals with large scales

• Software engineering requires strategic thinking

• Software engineering is constrained by reality

66

Presenter Notes
Presentation Notes
30million lines of code for Microsoft office



Software Engineering

• “My favorite operational definition of engineering is 'design under 
constraint.' Engineering is creating, designing what can be, but it is 
constrained by nature, by cost, by concerns of safety, reliability, 
environmental impact, manufacturability, maintainability, and many other 
such 'ilities.'”

[Bill Wulf, NAE President, The Urgency of Engineering Education Reform, 2008]

• “[Software Engineering is] The Establishment and use of sound engineering 
principles in order to obtain economically software that is reliable and works 
efficiently on real machines.”

[Fritz Bauer 1975, S. 524]
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Presenter Notes
Presentation Notes
Fritz Bauer: famous german computer scientist, no longer with us. One of the committees that developed ALGOL



Quality Assurance Teaser

• To assess quality, we can look at the source code or run the program
• Testing is the dominant approach here
• But not all test suites are created equal!
• Statement coverage, branch coverage

• Mutation testing
• Automated test generation
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Defect Teaser

• Just put in print statements
• Find the line with the bug
• Flail around, resubmit until it passes

• Automatic fault localization
• Debugging as Hypothesis Testing
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Design Teaser

• Requirements and Specifications
• How can we elicit what people actually want?

• Validation and Risk
• Design for Maintainability
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Productivity Teaser

• The ratio of programming time and program performance between 
novices and experts has been published at up to 28:1

• Why?

• Pair Programming, Agile, etc.
• How do experts and novices think?
• Medical Imaging Studies

• More discussion on human factors in Software Engineering
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Research

• All of students’ data in this class may be used in future research (de-
identified). You will need to notify the instructor by emails if you 
don’t want your data to be included.

• For example, home assignments, project reports.

• Support research recruitment
• Piazza advertisement
• In-class advertisement
• Will NOT affect your grades
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Questions?

● You are responsible for all assignments at their listed times even if 
you are added to the course late.

● Ask TA to add you to the Piazza, Autograder and Brightspace (session 02) if 
you aren’t in yet
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